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Abstract

Trusted Execution Environments (TEEs) are increasingly deployed
in the cloud to protect sensitive workloads through hardware-
enforced isolation, remote attestation, and transparent memory
encryption. However, to meet memory performance and size de-
mands, modern TEEs omit cryptographic freshness guarantees,
leaving them vulnerable to replay attacks by adversaries with phys-
ical memory access. Prior work demonstrated low-cost active inter-
position attacks on DDR4 without requiring expensive specialized
equipment, but these techniques do not extend to DDR5, where
existing approaches are limited to passive ciphertext side-channel
analysis and rely on bus downclocking to accommodate legacy
memory bus analyzers.

We present the first low-cost (<200$) DDR5 RDIMM interposer
capable of active fault injection at native speeds. By injecting tar-
geted parity errors to silently discard cache line writebacks, we
introduce DDRoP, a new primitive that exploits the absence of cryp-
tographic freshness to break the integrity of Intel TDX, Scalable
SGX, and AMD SEV-SNP. Building on this primitive and targeting
the APIs exposed by the TDX module and AMD Secure Processor,
we show that adversaries can gain ciphertext access, copy arbitrary
victim pages, and inject malicious secure page-table entries. We
demonstrate end-to-end attacks on an up-to-date TDX platform,
including forcing any TD into debug mode and forging attestation
reports. While software-level mitigations, including timing-based
interposer detection and API hardening, may reduce the attack sur-
face, our results demonstrate that active DDR5 bus interposition is
practical at low cost, highlighting the need for robust cryptographic
memory integrity protections against physical adversaries.
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1 Introduction

Confidential computing aims to address the fundamental secu-
rity and privacy concerns in multi-tenant cloud environments.
Unlike traditional cloud architectures where the provider retains
unrestricted access to deployed code and data, Trusted Execu-
tion Environments (TEEs), like Intel Software Guard Extensions
(SGX) [26, 34], Intel Trust Domain Extensions (TDX) [21], AMD
Secure Encrypted Virtualization (SEV) [27], and Arm Confidential
Compute Architecture (CCA) [6], enforce hardware-level mem-
ory access control and transparent memory encryption to protect
tenant workloads from the cloud provider itself.

Robust memory encryption designs, such as the one in Intel’s
Client SGX [16], provide confidentiality against bus snooping at-
tacks [11, 46] and cold boot attacks [55], alongside cryptographic
integrity and freshness to defeat ciphertext side channels [29, 31, 32]
and active physical interposers [13]. However, enforcing crypto-
graphic integrity and freshness requires additional metadata to be
stored and verified on every memory access, severely restricting
the size of the protected memory region in practice [16, 26]. Conse-
quently, modern scalable TEEs, including Intel Scalable SGX, Intel
TDX, AMD SEV, and Arm CCA, provide only confidentiality, or
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at most limited cryptographic integrity, in order to support large
workloads and lift-and-shift Confidential VMs (CVMs).

Modern deterministic memory encryption designs are, hence,
theoretically exposed to adversaries with physical access who can
exploit the absence of cryptographic freshness and integrity. While
such adversaries were initially assumed to require high-speed logic
analyzers prohibitively priced upwards of $100,000 [29], a recent
line of work has demonstrated custom, low-cost physical inter-
posers [11, 13, 14, 46]. One approach introduces aliases that can
be used to modify or replay encrypted memory locations. While
modern TEEs include trusted firmware checks that prevent static
DRAM address aliasing [3, 14, 26], active hardware interposers
have been shown to defeat boot-time checks by dynamically ma-
nipulating the memory address bus at runtime [13]. Importantly,
however, these attacks—which rely on simple, low-speed address-bit
manipulations—have so far only been demonstrated on DDR4 [13].
DDRS5 introduced a more complex, multi-cycle command encoding
that renders this approach fundamentally infeasible.

A concurrent line of work on passive interposers [11, 46], on
the other hand, exploits a separate consequence of the missing
freshness protections: observing repeated accesses to the same
memory location reveals whether its contents have changed via
the ciphertext side channel [31, 56]. To reduce costs, prior work
relied on intrusive downclocking of the memory bus to the lowest
DDR5 frequency bin at boot time in order to accommodate legacy
second-hand logic analyzers [11]. Such drastic frequency reduction
is potentially detectable, however, for example, by extending the
existing boot-time alias checks that already validate DRAM con-
figurations. Moreover, ciphertext side channels can be mitigated
at the software or compiler level [4, 40, 51], or might conceivably
be mitigated via modest hardware changes [41], such as the “cache
line versioning” mitigation Intel recently announced as a possible
mitigation for their next-generation platforms [25].

This Work. Given this context, we aim to address the following
fundamental research questions: What does it take to mount active
interposer attacks on DDR5 memory? What is the cost? What are the
implications for today’s confidential computing architectures, and
what are possible mitigations?

We present the first active DDR5 Registered DIMM (RDIMM)
interposer to directly exploit the lack of cryptographic freshness
protections in scalable memory encryption designs. Building
on open-source Rowhammer research for DDR5 Unbuffered
DIMMs (UDIMMs) [15], we construct a low-cost, <200$ custom
DDR5 RDIMM interposer. In contrast to prior passive DDR5
interposers [11], our interposer operates stealthily at native DDR5
speeds and actively manipulates the Command/Address (CA)
bus. Sitting between the CPU and Dynamic Random-Access
Memory (DRAM), our interposer can be toggled at runtime to
induce rank-level aliasing or, more generally, inject parity errors
to drop any command sent to commercial off-the-shelf DDR5
RDIMMs. Due to the lack of freshness, our primitive, which we dub
DDRop, causes dirty cache lines to be silently discarded, forcing
the victim process to read back stale memory contents.

We evaluate DDRoP against the latest, fully-updated Intel TDX,
Scalable SGX, and AMD SEV-SNP platforms, demonstrating that
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all three confidential computing technologies are affected. Fur-
thermore, by targeting the trusted API exposed to the malicious
hypervisor, we construct CVM-agnostic attack primitives that do
not require victim-specific gadgets. Concretely, we show how an
active adversary can exploit page relocation to access victim cipher-
text and copy arbitrary victim pages, and leverage TDX’s Secure
Extended Page Table (SEPT) architecture to inject malicious SEPT
entries. We demonstrate practical end-to-end attacks on Intel TDX,
including switching any Trust Domain (TD) into debug mode and
spoofing arbitrary attestation reports.

Our results demonstrate that high-speed, active memory inter-
posers are a practical threat to modern cloud infrastructure. While
software-based API hardening or probabilistic delay detection may
raise the bar, our work exposes a fundamental limitation in today’s
scalable memory encryption designs: the absence of cryptographic
freshness. Addressing this limitation ultimately requires hardware
changes, calling for more robust yet scalable memory encryption
designs in next-generation confidential computing architectures.

Contributions. In summary, our main contributions are:

(1) We design alow-cost (<$200), active hardware interposer that
reliably drops writes to DDR5 memory modules on demand
at native bus speeds.

(2) We introduce the DDRop primitive and show how it breaks
freshness guarantees for encrypted memory on Intel TDX,
Scalable SGX, and AMD SEV-SNP.

(3) We use DDRor to exploit the trusted API exposed by the
TDX module and AMD Secure Processor, creating practical
end-to-end attacks without requiring CVM-specific gadgets.

(4) We discuss implications for effective countermeasure design
and evaluate a preliminary probabilistic detection approach.

Responsible Disclosure. We disclosed our findings to both
Intel and AMD, with further details provided in Appendix B.

2 Background and Related Work

We provide the necessary background on DDR5 memory (Sec-
tion 2.1) and modern TEEs (Section 2.2) to understand the design
and implications of our active interposer attack.

2.1 DDR5 Command Encoding

DDRS5 Dual In-line Memory Modules (DIMMs) are organized into
two independent 32-bit subchannels, with up to two package ranks,
selected via dedicated Chip Select (CS) lines. Each rank comprises
multiple DRAM chips structured into up to 32 banks of rows and
columns. To maximize memory bandwidth, the memory controller
usually interleaves subsequent cache lines across all available chan-
nels, subchannels, and ranks. This interleaving is typically confined
within a single Non-Uniform Memory Access (NUMA) node and,
by default, does not span across physical sockets.

Unlike previous generations, DDR5 utilizes a multi-cycle com-
mand encoding. The exact encoding depends on the memory type:
commands take 2 or 4 cycles over the 14- or 7-bit-wide Com-
mand/Address (CA) bus for consumer UDIMMs and server-grade
RDIMMs, respectively. Figure 1 details the command encoding on
DDR5 RDIMMs for write operations. The full encoding is included
in Figure 11 in Appendix D.
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To maintain signal integrity, RDIMMs feature a Registering Clock
Driver (RCD) that buffers the CA, CS, and clock lines between the
CPU and DRAM chips. Additionally, the RCD enforces parity check-
ing on the CA bus, detecting corrupted commands, and alerting the
CPU through the ALERT line.

2.2 Trusted Execution Environments

Intel TDX. Intel Trust Domain Extensions (TDX) [20, 21] is a
hardware-based confidential computing technology that isolates vir-
tual machines, known as Trust Domains (TDs), from the untrusted
host. It introduces a new CPU mode, Secure Arbitration Mode
(SEAM), which hosts the TDX module—a secure, Intel-provided
software component that acts as a trusted intermediary between the
Virtual Machine Monitor (VMM) and guest TDs. To protect TD data
stored in external memory, TDX relies on Total Memory Encryp-
tion - Multi-Key (TME-MK), which uses AES in Ciphertext Steal-
ing (XTS) mode with an address-based tweak and domain-specific
keys [22]. Furthermore, TDX enforces strict access control via the
Secure Extended Page Table (SEPT)—managed by the TDX module—
preventing the hypervisor from accessing TD-private memory or
mapping unauthorized pages into the TD’s address space.

A key feature of TDX memory protection is its approach to han-
dling integrity. By default, TDX provides a logical integrity mode, in
which each cache line repurposes an Error-Correcting Code (ECC)
bit to store the TD Owner metadata flag. This bit partitions mem-
ory into private and shared regions, and is checked by the memory
controller on every read. For defense-in-depth against DRAM-level
attacks such as Rowhammer or physical memory tampering, TDX
optionally supports a cryptographic integrity mode. When enabled,
the memory controller computes a 28-bit cryptographic Message
Authentication Code (MAC) for each cache line, stored in the ECC
bits. This MAC is computed over the ciphertext, Host Physical
Address (HPA), and ephemeral memory key, ensuring protection
against aliasing attacks. To minimize performance overhead, TDX
employs a deferred verification strategy: if a MAC check fails, the
memory controller marks the cache line as poisoned, and a fatal
exception is triggered only when the CPU attempts to consume data
from that line. Crucially, while this architecture provides confiden-
tiality and integrity, it fundamentally lacks cryptographic freshness,
meaning it cannot detect stale ciphertexts.

Establishing trust in a TDX environment relies on a secure hard-
ware foundation, a robust remote attestation mechanism, and the
TDX module. During platform initialization, a hardware-controlled
check known as MCHECK verifies the CPU configuration and mem-
ory ranges (such as convertible memory ranges), storing these
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Table 1: DDRoP is the first active interposer attack on DDR5
RDIMMs, exploiting the lack of cryptographic freshness to
break both the confidentiality (C) and integrity (I) of modern
scalable memory encryption designs.

E Target Impact

Cost Mechanism Mem. 3 SGX TDX SEV. C I

DDRop <$200 Writesuppr. DDR5 @ ®© ®© © © ©
TEE.fail [11] <$1,000" Bussnooping DDR5 O @ ® ® @ O
Battering RAM [13] <$50 Aliasing DPDR4 @ @ O © @ ©
WireTap [46] <$1,000" Bus snooping DDR4 O @ O O @ O
Membuster [29] ~$170,000 Bus snooping DDR4 O © O O © O

f Using legacy logic analyzers purchased on secondhand marketplace.

measurements securely. The TDX module then uses this verified en-
vironment to manage TD lifecycles and enforce access policies. To
prove its trustworthiness to external parties, TDX relies on remote
attestation. During this process, the TDX module generates a cryp-
tographic report containing measurements of the TD’s build state
and configuration (the Build-Time Measurement Register of TD,
or MRTD). This report is signed by a hardware-backed platform-
specific key, producing a verifiable quote that a remote verifier
can use to assess the integrity and authenticity of the TD before
provisioning sensitive data.

AMD SEV-SNP. AMD SEV-SNP [2] is AMD’s third-generation
hardware-based confidential computing technology. In comparison
to previous generations (SEV and SEV-ES), SEV-SNP adds validation
of guest-physical address translations to defend against a malicious
hypervisor. The primary goal is to prevent attacks such as data re-
play, memory remapping, and memory aliasing. Central to SEV-SNP
is the Reverse Map Table (RMP), a hardware-checked data structure
that tracks page ownership and permissions to ensure that only the
designated guest Virtual Machine (VM) can access its private mem-
ory pages and that the hypervisor cannot map a physical page to
multiple guest addresses or read guest-private memory. SEV-SNP
provides static memory encryption using AES in XOR-Encrypt-
XOR (XEX) mode with address-based tweaks and per-guest keys,
without cryptographic integrity or freshness guarantees.

Beyond guest-physical address validation, SEV-SNP introduces
enhanced access control and attestation mechanisms. It supports
Virtual Machine Permission Levels (VMPLs), which enable privilege
separation within the guest VM (e.g., isolating a security monitor
from the guest OS). For remote attestation, SEV-SNP allows a guest
to request a cryptographic report from the AMD Secure Processor
(SP). This report includes measurements of the guest’s initial state,
its configuration, and the current platform Trusted Computing
Base (TCB) version. The report is signed by a versioned chip-specific
key derived from hardware fuses, enabling a remote verifier to
validate the integrity and authenticity of the SEV-SNP guest.

2.3 Related Work

Passive Interposers. As summarized in Table 1, TEEs have
been shown to be vulnerable to passive bus snooping. Membuster
demonstrated how Client SGX traffic could be captured with a
commercial DDR4 interposer and logic analyzer [29]. While Client
SGX features counter-based encryption, the unencrypted address
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bus allowed them to observe secret-dependent victim addresses.
WireTap [46] targets Intel Scalable SGX, demonstrating that the
weakened memory encryption enables ciphertext side-channel at-
tacks, ultimately extracting SGX attestation keys. Following this,
TEE fail [11] targets DDR5 memory, expanding the scope to CVMs,
including SEV-SNP and Intel TDX. However, these passive ap-
proaches are inherently limited to application-specific side-channel
leakage originating from the lack of ciphertext randomization,
which may be mitigated generically at the software or compiler
levels. Furthermore, they either rely on expensive, high-speed logic
analyzers or on bus downclocking, which could, in principle, be de-
tected by trusted firmware like Intel’s MCHECK. In contrast, DDRop
uses inexpensive hardware to exploit the fundamental lack of cryp-
tographic freshness, rendering software mitigations ineffective.

Active DRAM Attacks. Investigating hardware trojans, Hop-
kins et al. demonstrate how an FPGA interposer can actively redi-
rect memory pages for DDR3 DIMMs [18]. However, they rely on
extensive downclocking, making it incompatible with DDR4 and
DDR5. In the context of Rowhammer, mFIT shows how a DDR4
RDIMM interposer can be used to suppress refresh commands [12].
Their technique, however, is specific to the DDR4 command encod-
ing, and does not extend to DDR5. REFault similarly suppresses
refreshes to enable Rowhammer on DDR5 UDIMMs, using an inter-
poser to transform DRAM commands by tampering with the CA
bus [15]. Because RDIMMs feature multi-cycle command encoding
and parity checking, REFault does not translate to server memory.

Targeting CVMs, BadRAM [14] demonstrates practical mem-
ory aliasing attacks against SEV-SNP by maliciously modifying
the DIMM’s Serial Presence Detect (SPD) chip. The authors create
alias mappings that map distinct physical addresses to the same
DRAM location, allowing the attacker to bypass memory isolation
without requiring complex hardware modifications. This aliasing
can enable arbitrary code execution in the AMD SP [47], and has
been shown to affect Arm TrustZone [17] and RISC-V PMP [33].
Battering RAM [13] bypasses the boot-time checks introduced to
mitigate BadRAM by using a DDR4 DRAM interposer to create
dynamic memory aliases on Intel Scalable SGX and AMD SEV-SNP.

Crucially, these attacks do not extend to Intel TDX: commercial
TDX deployments only support DDR5 and protect against memory
aliasing attacks via the proprietary MCHECK firmware that detects
misconfigurations. Furthermore, higher bus speeds and complex
command encoding make simple bit manipulations to create ad-
dress aliasing impractical on DDR5 RDIMM:s. In this paper, DDRop
overcomes these limitations by relying on write suppression, com-
promising the integrity of scalable memory encryption designs.

Fault Attacks on Confidential Computing. Plundervolt [38],
VoltJockey [42], and VOLTpwn [28] show how software adversaries
can undervolt the CPU via control registers, inducing faults in
Client SGX. Following this, VoltPillager demonstrates how a hard-
ware adversary can send malicious command packets to the voltage
regulator to achieve similar attacks [10]. Chen et al. similarly show
how under- and overvolting attacks can be carried out from the
baseboard management controller [9]. Looking at SEV-SNP, Buhren
et al. show how voltage glitching can be used to leak the endorse-
ment keys, enabling spoofed attestation reports [8]. CacheWarp [57]

De Meulemeester et al.

abused the fact that older versions of SEV-SNP allowed cache-
invalidation instructions to be used to drop dirty cache lines of
CVMs, which has since been mitigated. In contrast, DDRop demon-
strates precise and deterministic memory-bus-level faults affecting
the integrity of the latest, up-to-date SEV-SNP and Intel TDX.

Attacks Exploiting or Using the Trusted API. Beyond phys-
ical and fault attacks, recent work has exposed vulnerabilities that
leverage or exploit the API exposed by the AMD SP or TDX module.
Heracles [44] and Relocate-Vote [54] demonstrate that the page re-
location API in AMD SEV-SNP can be abused to perform ciphertext
side-channel attacks. In response, AMD introduced a guest policy
to optionally disable move or swap operations on guest pages [4].
RMPocalypse shows how insufficient memory barriers allow dirty
cache lines to persist during RMP initialization, overwriting the
RMP, and enabling arbitrary ciphertext read/write access to guest
memory [43]. Similarly, in Fabricked, malicious interconnect config-
urations are exploited to block writes during RMP initialization [45].

Aktas et al. perform a security analysis on TDX, identify sev-
eral flaws in the TDX module API, and discuss how the page
block/unblock API can be abused to perform controlled-channel
attacks [1]. Building on this, TDXray uses this API to collect page-
granular TD access traces [19]. Swidowski et al. extend the security
analysis to TDX module 1.5 and build TDXplore, a toolkit to interact
with the TDX module from userspace [49].

While the above vulnerabilities mostly relied on implementa-
tion flaws since addressed through firmware mitigations, DDRop
introduces the first practical hardware attack that weaponizes the
trusted API of TDX and SEV without relying on logical bugs.

3 DDRor Interposer

This section describes the design of our active DDR5 memory in-
terposer, presenting the threat model, primitives, and interposer.

3.1 Threat Model

We adopt a threat model consistent with prior interposer attacks
on confidential computing [11, 13, 46], assuming an adversary with
privileged software execution and physical access to the target
system. Privileged software access aligns with the standard TEE
threat model, assuming root privileges on the host OS, access to the
system configuration (e.g., BIOS), and the ability to launch attacker-
controlled enclaves or CVMs. Additionally, the adversary requires
brief, one-time physical access to the victim server—such as during
routine maintenance—to install the interposer.

Unlike previous DDR5 attacks that require bulky logic analyzers
and detectable memory downclocking [11], our custom interposer
is highly compact, operates at native DDR5 speeds, and can be
installed in a few minutes, leaving no immediate footprint in the
system’s boot or operations. The interposer does require a con-
nection to an attacker-controlled system to orchestrate the attack;
however, this could conceivably be the compromised target system
itself, as the host is already assumed to be under attacker control.

We target dual-socket machines with DDR5 memory. These
represent the majority of cloud deployments and can support both
Intel Scalable SGX/TDX and AMD SEV-SNP. As memory is typically
not interleaved across NUMA nodes, this ensures the interposer
affects only a single socket, avoiding critical memory regions.
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(c) Swapping CS lines. (d) Inducing parity errors.
Figure 2: Schematic representation of the three primitives
through which a malicious interposer can interfere with
DDR5 RDIMM commands. The RCD buffers the commands
between the CPU and the ranks (R0 and R1). In single-rank
memory modules, only rank 0 is connected.

Hardware-Software Coordination. Mounting DDRop
requires coordinating the hardware interposer with privileged
host software. No fine-grained synchronization or single-
stepping [50, 52] is required: we toggle the interposer manually
before and after the targeted API call or CVM invocation. Some
application-specific attacks require insight into the guest virtual-
to-physical address mappings, which may be inferred through
for instance page faults [19, 36] or avoided entirely by instead
targeting CVM metadata structures with physical addresses known
to the malicious host (cf. Sections 6.2 and 6.3).

3.2 Interfering with DDR5 Command Encoding

Prior work introduced dynamic memory aliases by physically
changing the address bits transmitted over the memory bus [13].
Their technique relies on the observation that certain DDR4 CA
lines only carry address information. However, due to changes in
command encoding, this observation does not extend to DDR5.
Unlike DDR4, which used single-cycle commands that enabled
low-cost tampering, DDRS5 introduces multi-cycle commands, span-
ning two or four cycles for UDIMMs and RDIMMs, respectively.
Consequently, manipulating the transmitted address by grounding
CA lines, as demonstrated by the Battering RAM attack [13], is
no longer viable, as grounding two CA lines to bypass single-bit
parity checking would affect eight logical bits of the transmitted
command on a DDR5 RDIMM module. This would corrupt the
transmitted command, making precise address manipulation
impossible. Instead, we explore three alternative primitives to
interfere with DDR5 DRAM addressing.

Disconnecting Ranks. On multi-rank DIMMs, command lines
are shared across all ranks. The chip-select lines, CSp and
CS;, dictate which rank responds to the issued command,
as shown in Figure 2a. If the corresponding CS line is not
asserted, the rank simply ignores the command. A physical
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Figure 3: The interposer manipulates signals between the
victim machine and the unmodified DDR5 memory via an
attacker-controlled Microcontroller (uC).
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Figure 4: Interposer switches, which swap the CS lines (Vari-
ant 1) or disconnect them (Variant 2).

adversary can exploit this by severing a CS line, dropping
any command routed to that rank (see Figure 2b).

Swapping Ranks. Alternatively, an adversary can physically
swap the two CS lines. As these lines select which rank
should respond to the request, swapping them redirects
the command to the other rank. This effectively allows an
adversary to read from or write to an address other than
that originally issued by the CPU (see Figure 2c).

Parity Errors. Besides tampering with the chip select lines, a third
approach involves deliberately injecting parity errors into
the CA bus. Where previous physical attacks viewed the
parity signal as an obstacle [13], an adversary can weaponize
this mechanism to drop commands. When the RCD detects
a parity error, it rejects the command and asserts the ALERT
line to signal a transmission error to the CPU, prompting it
to re-issue the command. By physically disconnecting the
ALERT line, the adversary ensures the RCD silently drops the
command without informing the CPU (see Figure 2d).

3.3 Interposer Design

To support the primitives introduced in the previous section, the
interposer must be capable of electrically manipulating DDR5 bus
signals on the fly (Figure 3). Given the demanding timing and signal-
integrity constraints, the interposer design can support only a lim-
ited number of manipulations on a subset of the bus signals. In
particular, we decide to implement the capability to swap CSp and
§1, force CA lines high or low, and disconnect ALERT on the in-
terposer. Further, the rank-swapping switches on the interposer
Printed Circuit Board (PCB) can be modified to support disconnect-
ing CSp and forcing it high (inactive), instead of swapping it with
CS1 (see Appendix C). With this, we can achieve two interposer
variants covering all desired primitives. Figure 4 shows a schematic
representation of the interposer switches for both variants.
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Figure 5: Our custom DDR5 RDIMM interposer with a mem-
ory module installed. Analog switches pin the CA lines and
tamper with the CS lines; the flat-flex connector on the front
connects to the microcontroller.

Table 2: BOM for a single interposer system, totaling $159.

Item Supplier Price ($)

Interposer PCB with stencil JLCPCB 45
P Electronic parts  Digikey, LOTES 30
Controller PCB . JL.C.PCB 4
Board Electronic parts  Digikey 40
Teensy 4.1 Digikey 40

Implementation. We base our design on REFault [15], which
presents an interposer for DDR5 UDIMMs. We use the same solid-
state high-frequency switches (TMUX136) to disconnect or swap
bus signals. In contrast to RDIMMs, UDIMMs have a wider com-
mand bus, consisting of 14 bits rather than 7. Additionally, they lack
parity signaling, allowing single command bits to be flipped with-
out raising an alert. We port the REFault interposer to RDIMMs by
implementing the necessary hardware to support the desired prim-
itives (Section 3.2), accounting for RDIMM pinout and mechanical
dimensions, and installing the switches on a single subchannel.

PCB Design. Since DDR5 operates at high data rates, the PCB
design is not trivial. We verified that individual traces have the
same length in order to maintain equal propagation delays among
the signals. Further, we account for the physical PCB stackup to
estimate trace impedances and reduce reflections. In Table 2, we
provide the Bill Of Materials (BOM) and the total cost to build a
single interposer system (at a total quantity of 10 systems). This
does not include research and development costs or manual labor
required to assemble and test the system.

Figure 5 shows a DDR5 memory module installed on our custom
interposer. The switches are connected via a flat-flex cable to a
Teensy 4.1 microcontroller board mounted on a custom baseboard.
This device drives the switches and controls the interposer’s behav-
ior. This microcontroller is under the attacker’s control and is used
to synchronize the interposer with the attacker’s workload.

4 Evaluation of Interposer

We first evaluate the performance and feasibility of the DDR5 inter-
poser in isolation, before mounting practical attacks on real-world
TEEs in the next sections.

De Meulemeester et al.

4.1 Experimental Setup

Table 3 summarizes the evaluation systems, shown in Figure 6, used
throughout this paper. Our evaluation is split into two stages. We
first evaluate the basic physical primitives discussed in Section 3.2
using a single-socket testbench (Intel;). While this is a single-socket
machine, the BIOS allows memory interleaving to be limited to
only four DIMMs instead of eight, ensuring the interposer remains
isolated to a limited physical memory range.

For the subsequent end-to-end evaluation of DDRop against
CVMs, we use two dual-socket servers supporting Intel TDX, Scal-
able SGX, and AMD SEV-SNP (Intel, and AMD1, respectively). To
maintain host stability during exploitation, we specifically target
dual-socket systems. Because memory is typically not interleaved
across NUMA nodes, these systems naturally provide two isolated,
contiguous memory ranges, thus limiting the impact of the inter-
poser to a single socket. We interpose a single memory module on
the second socket, and reserve this socket’s memory range through
the memmap kernel parameter. This ensures that all critical mem-
ory regions (e.g., kernel memory) and default memory allocations
are exclusively assigned to the first, unaffected socket. We apply
custom kernel patches to both hosts to mark the second socket as
usable for TDX and SEV-SNP while keeping it reserved through
memmap. For Scalable SGX, we repurpose the modified isgx driver
from Battering RAM [13], which provides control over Enclave
Page Cache (EPC) page allocations. By selectively allocating vic-
tim memory pages on the affected socket, the adversary obtains
fine-grained control to selectively fault victim operations, while
maintaining host stability.

The interposer is connected to an external control machine,
which talks to the Teensy microcontroller. Throughout the experi-
ments and case studies, we manually enable and disable the inter-
poser, requiring no fine-grained synchronization with the target.

Host Configuration. We disable memory scrubbing in the
BIOS, as these scrubbers can cause spurious memory reads while
the interposer is active, which may crash the system. On AMD, we
ensure private memory regions are located on the first socket by
setting the BIOS option to “Consolidate to 1st DRAM pair””

In contrast to previous work, which requires downclocking to
the lowest DDRS5 frequency bin (i.e., 3200 MT/s) [11], our interposer
is designed to operate reliably at default DDR5 frequencies. We do
not modify the memory speed and let the BIOS select the highest
supported frequency for the configuration.

4.2 Interposer Evaluation

We now evaluate the interposer described in Section 3.3 on Intel;.
To observe the behavior of the interposer, we create a rudimen-
tary proof-of-concept that interacts directly with physical memory,
using BadRAM’s read_alias kernel module to obtain direct, un-
cached access to host memory [14].

To verify write suppression, we first initialize a target memory
page with a known value (e.g., @xaa). We then activate the inter-
poser and overwrite the entire page with a different value (e.g.,
0xbb). Finally, we deactivate the interposer and read back the page.
If the memory operations executed normally, we expect the page to
contain entirely the last value we wrote (i.e., @xbb). Any bytes still
containing the original value indicate successfully dropped writes.
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Table 3: Overview of evaluation systems used in this paper. The interposer is installed on one of the underlined DIMMs.

CPU TEE API  Mainboard CPU Microcode DIMMs Memory Speed
Intel; - - ?gg;’ﬁ‘g;g;} JT/xss,  1XXeon Silver 4410Y  0x2b000603 gig;&ﬁ;ﬁ?;?g&%KET 4000 MT/s
Intel, ig?ble S6X iy gﬁ? 6?816‘?1“; 2xXeon Silver 4509Y  0x2b000661 liigﬁccg)xffés&?ﬁim 4400 MT/s
AMD; SEV-SNP 1584 S/[‘%;zy& . 2XEPYC 9555 0xb0215a &gﬁgggjﬁggxﬁég 4800 MT/s

(a) Intel,.

Figure 6: Custom DDR5 RDIMM interposer setup, showing the -, _

Dropping Writes. We confirm that both disconnecting the CS
line and inducing parity errors successfully suppress write
commands. For parity checking, specifically, we pull CA2 low,
which ensures that the write command always triggers a
parity failure (see Figure 1). When reading back the target
memory page, we see that some cache lines retain their
original @xaa value. However, due to memory interleaving,
the interposer does not affect the entire page. Specifically, on
Intel;, only eight 64-byte cache lines per page are affected,
since the page is interleaved across four DIMMs, each with
two subchannels.

Dropping Reads. The interposer affects all commands traveling
to the memory module. This includes not only write com-
mands, but also read operations. When attempting to read
from an interposed memory location while the interposer is
configured to drop commands, our testbench immediately
crashes. Because the RCD ignores the read command, the
DRAM chips will not drive the data bus. Consequently, the
CPU will sample a floating memory bus, leading to invalid
data and eventually causing a fatal error. Therefore, to main-
tain system stability during the attack, the adversary must
ensure no read operations are performed on the affected
memory regions while the interposer is active.

Swapping Ranks. Swapping the CS lines requires dual-rank mem-
ory modules. As a result, we change our Intel; configuration
to include one dual-rank DIMM (MTC20F2085S1RC48BA1)
installed on the interposer alongside one single-rank module
(KSM48R40BSSKMM).

control machine .

To test memory redirection, we now write the cache line’s
physical address to the target page for each cache line, rather
than a fixed pattern, while the interposer is enabled. After
restoring the original CS routing, we iterate over the page
and read the addresses back. We confirm that swapping the
CS lines successfully redirects memory writes to alternate
locations on our testbench. The redirected writes land exactly
128 bytes offset from their intended location.

We also evaluate this primitive on AMDj, as it is also
equipped with dual-rank memory modules. However, we
find that swapping the CS lines on that system causes ECC
errors, resulting in every command sent to the DIMM being
dropped. The exact cause of these errors remains unclear, as
swapping the ranks should not affect either the transmitted
command or its parity bits.

Discussion. We demonstrated that all three primitives proposed
in Section 3.2 can enable an adversary to interfere with DDR5
commands. During our testing, we observed a recoverable ECC
error for every dropped write command. However, these did not
affect system stability and, as will be shown in the next sections,
will not inhibit an adversary from targeting CVMs. We observed no
system crashes while dropping writes to the isolated second socket,
and the effects of the interposer were entirely deterministic.

Of these mechanisms, dropping writes is the most practical, ap-
plying to all DDR5 modules. Swapping ranks, on the other hand,
requires dual-rank DIMMs. While this rank-swap primitive can be
used to redirect addresses, in practice, ranks are interleaved at a
fine-grained level, resulting in both the original and modified ad-
dresses belonging to the same page (e.g., 128 bytes apart on Intel;).
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Swapping the ranks does, therefore, not allow an adversary to alias
with arbitrary victim pages, like prior work [13, 14], but requires
specific victim gadgets to exploit. Furthermore, while the interposer
is active, the original memory location becomes inaccessible, fur-
ther complicating the attack. The rank-swap primitive also does
not generally succeed across all our systems: we observed that
AMD; drops commands when the CS lines are swapped. Hence, the
remainder of this paper will focus on dropping writes, which we
call DDRop. In particular, our interposer drops writes by inducing
parity errors through switching CA2 to ground.

5 Breaking Scalable Memory Encryption

We now investigate the impact of DDRop on Intel TDX, AMD
SEV-SNP, and Intel Scalable SGX. While these technologies offer
additional memory protections for protected workloads via memory
encryption, the underlying memory operations remain identical
to those of regular host memory, leaving them vulnerable to our
interposer. Additionally, the lack of ciphertext freshness means the
Memory Encryption Engine (MEE) cannot cryptographically detect
dropped memory commands.

5.1 Dropping Writes

We follow the same approach described in Section 4.2. However,
instead of running the payload bare-metal on the host, we now run
it inside a CVM running on Intel TDX or AMD SEV-SNP. For this,
we provision a standard, unmodified Ubuntu 24.04 LTS enlightened
guest image as the victim CVM. For Scalable SGX, we create a rudi-
mentary proof-of-concept enclave that follows the same steps. As
these three TEEs do not provide cryptographic freshness guaran-
tees, we expect DDRoP to affect them similarly.

In contrast to the previous evaluation, where we could access
the interposer memory locations directly, the guest has no knowl-
edge or direct control over its memory layout in physical memory.
Instead, it relies on the hypervisor to allocate an HPA for each
Guest Physical Address (GPA). Since we consider the hypervisor
untrusted, we assume it has direct control over the victim’s alloca-
tion. For instance, they can use the page relocation API, exposed
by the TDX module and AMD SP, to relocate target GPAs to inter-
posed memory regions. For our proof-of-concept implementation,
we assume these GPAs are known to the hypervisor. While learn-
ing these GPAs can present a notable hurdle in practice—typically
requiring adversaries to monitor page faults to discover relevant
addresses [19, 36]—our API attacks presented later bypass this re-
quirement entirely, exploiting DDRop without any knowledge of
the victim’s GPAs. For Scalable SGX, we statically allocate the target
buffer to affected EPC pages using the custom SGX driver intro-
duced by Battering RAM [13].

Evaluation. We confirm that a workload running inside a CVM
or enclave is equally affected by DDRop on Intel TDX, AMD SEV-
SNP, and Intel Scalable SGX. After reading back the affected mem-
ory buffer, the proof-of-concept workload sees stale data. Each
experiment was repeated several times with deterministic results,
and no crashes or system instability. Again, the interposer does
not affect every cache line inside the targeted page due to memory
interleaving.
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5.2 Exploring the Trusted API

While dropping writes originating from victim CVMs forms a pow-
erful primitive, it heavily relies on specific exploitable gadgets
within the CVM and requires precise control over the victim’s
execution flow. To construct a more practical and universal threat,
we focus on the trusted entities that enforce the security bound-
aries of the CVMs: the Intel TDX module and the AMD Secure
Processor (SP).

These entities are responsible for setting up encrypted memory,
enforcing integrity, and acting as proxies for hypervisor-driven
memory management. Because they provide a standardized API to
the untrusted host for provisioning and managing CVMs, exploiting
these firmware components yields a more generic attack vector
that can compromise any CVM running on the host system.

In this section, we show that physically dropping writes dur-
ing trusted API execution allows an adversary to arbitrarily copy
plaintext between victim pages and inject malicious SEPT entries.

API Access. We use TDXplore [49] to access the API exposed by
the TDX module. It provides a custom kernel module that exposes
the TDX module SEAMCALLs to userspace through a Python inter-
face. For AMD, we patch AMD’s snp-host-latest Linux kernel
to support SNP_PAGE_MOVE. In contrast to TDX, where the TDX
module manages guest page tables, this responsibility lies with the
host on SEV. As the SP only moves the GPA contents between HPAs
during page relocation, we patch our (host) kernel to also perform
the necessary page table manipulations to reflect the moved pages.

5.2.1 Targeting Page Relocation (TDX, SEV). While the host is
responsible for physical memory management, it cannot directly
access protected memory. To support memory management
functionality such as memory defragmentation, both TDX and
SEV expose APIs—TDH.MEM. PAGE .RELOCATE and SNP_PAGE_MOVE,
respectively—allowing the host to request the relocation of a GPA
to a new HPA. The TDX module or AMD SP performs the actual
decryption and re-encryption, ensuring the host never observes
the victim plaintext.

Crucially, neither the TDX module nor the AMD SP clears the
source location. The host is expected to zero out the source page
before using the freed HPA [21]. In the case of TDX, this is to avoid
integrity violations, which are only checked on reads, and can be
reset by writing to the location.

Dropping Page Relocation. We exploit the lack of page-
clearing to achieve an intra-VM plaintext-copy primitive. This
primitive relies on two key observations. Firstly, the absence of
memory clearing allows an adversary to initialize any HPA with
valid, encrypted victim contents by relocating a victim page to the
HPA and back. Secondly, the adversary can block the writes of the
relocate API by relocating a guest page to a location affected by
the interposer. By first initializing this target location as described
in the first point, the adversary can effectively copy plaintext
between two victim GPAs: When the victim accesses the GPA for
which the writes were dropped, it will see the plaintext contents of
the GPA with which the page was initialized. Figure 7 provides an
overview of this primitive.
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Figure 7: Overview of the page-relocation primitive. The ma-
licious hypervisor first @ relocates a victim page (GPAg) to
a different HPA, leaving stale data at its original HPA. Next,
the attacker @ enables the interposer and @ relocates the
target victim page (GPA,) to that same HPA. Because the
interposer drops the memory writes, GPA inherits the stale
contents left behind by the initial relocation.

Evaluation. We evaluate this primitive by running a small
proof-of-concept program inside the CVM that allocates two page-
aligned memory buffers and initializes them to different values. We
execute the primitive on the hypervisor side as described above,
first initializing a target HPA with the contents of the first buffer,
and then relocating and dropping the contents of the second buffer.
After performing the attack, the victim’s second buffer will now
contain the contents of the first.

We find that this primitive is entirely deterministic in copying
the victim’s plaintext contents. Not all cache lines of the second
buffer, however, are affected: only those mapping to the affected
subchannel will be dropped (i.e., one out of 16 subchannels on Intels
and one out of two subchannels on AMD;). On Intely, we verify
that in each page, four cache lines now contain the plaintext values
of the first buffer. Similarly, we successfully executed this primitive
on AMDj, copying half of the buffer’s cache lines.

Discussion. The root cause that enables this primitive is the
firmware’s reliance on the untrusted host to clear the source lo-
cations after operations like relocation or page removal. Clearing
the page after such events would prevent the injection of plaintext
contents, but would not preclude attacks from dropping memory
writes during the relocation event. Alternatively, SEV provides an
optional flag to disable the relocation API [44], though TDX lacks
such a feature.

Furthermore, it is the deterministic memory encryption em-
ployed by both architectures that enables the adversary to reuse
the stale memory contents. As the writes originate from the same
domain, the stale contents remain undetected by TDX’s logical
integrity protection. While not supported by our system, some
TDX deployments additionally offer an optional cryptographic in-
tegrity mode that stores a MAC along with the data. However, as
the target HPA contains valid ciphertext encrypted under the cor-
rect memory encryption key, it should have a valid MAC, leaving
it undetected by the integrity check. Due to the lack of support
for cryptographic integrity on our system, we only experimentally
verified the page-relocation primitive under logical integrity.

Beyond copying data within the same VM, an adversary could
capture a victim page’s state by relocating it twice and “replay” it
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Figure 8: SEPT injection primitive. ® A page initialized as a
valid SEPT entry in an attacker TD is relocated, leaving stale
data at the target HPA. @ With the interposer enabled, a new
SEPT page is added whose ® dropped cache lines inherit the
stale values. @ After disabling the interposer, reading the
entry returns the malicious value, giving full control over
the GPA-to-HPA translation.

later by dropping the writes during a subsequent relocation, rolling
back the memory state without detection. Additionally, under log-
ical integrity, the same technique can be used to copy ciphertext
between a victim and an attacker’s CVM. While both CVMs will
be encrypted with different memory encryption keys, the encryp-
tion is deterministic, allowing an adversary to learn when the vic-
tim’s plaintext changed [31, 32]. Furthermore, if the attacker can
control certain plaintext pages within the CVM, e.g., via network
packets [44], they can leverage this to modify any victim pages,
including code pages.

5.2.2  Corrupting the Secure EPT (TDX). Traditionally, the hypervi-
sor manages GPA-to-HPA translations via the Extended Page Ta-
bles (EPTs), which has historically enabled memory remapping [35—
37] and controlled-channel attacks [53]. To mitigate this, TDX
shifts the translation management to the trusted TDX module via
the Secure Extended Page Table (SEPT). The SEPT resides in host
memory but is encrypted under the respective TD’s key. When
a host allocates a page to a guest TD, it must first call the TDX
TDH.MEM. SEPT.ADD API to initialize a new SEPT page at a host-
provided HPA. The TDX module initializes this new page by writ-
ing empty entries (SEPTE_INIT_VALUE). Afterward, when adding
the GPA to the TD, it writes the corresponding SEPT entry to that

page.

Injecting Malicious SEPT Entries. By blocking the DRAM
commands during the TDH.MEM. SEPT . ADD operation, an adversary
can drop the TDX module’s initialization writes, forcing the SEPT
to inherit any stale ciphertext at the target HPA. Because the SEPT
is encrypted with the respective TD’s key, the host cannot forge
an entry directly. However, they can use the same idea as before to
initialize a target HPA with valid ciphertext, allowing them to craft
malicious entries for their own TD. Figure 8 provides a schematic
overview of the attack. Note that, as before, memory interleaving
causes only a limited number of cache lines from the new SEPT
page to be dropped. However, because a SEPT Entry (SEPTE) is
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Table 4: Overview of DDRoP primitives and TDX case studies
across TEE architectures and configurations.

DDRoP Primitives TDX Case Studies

Write  Relocate ~ SEPT  Ciphertext Debug Quote

Dropping Dropping Injection Access Mode Spoofing

TEE Crypto (§5.1) (§5.2.1)  (§5.2.2) (§6.1) (§6.2)  (§6.3)
Intel TDX AES-XTS

Logical Integrity [ ) [ J [ ] [ ] [} [}

Cryptographic Integrity” [ J [ ] [ ] @] O [ J
AMD SEV-SNP AES-XEX

Default [ ] [ J @] - - -

PAGE_SWAP_DISABLE* [ ) O O - - -
Scalable SGX' AES-XTS @ - - - - -
Client SGX* AES-CTR @] - - - - -
Arm CCA* giiﬁi)(/ ? - - - - -
NVIDIA CC* ? @] - - - - -

@ affected O not affected  ? not documented/implementation-defined - not applicable.
*Inferred from documentation; all other entries experimentally demonstrated.
Demonstrated in Logical Integrity; Cryptographic Integrity also theoretically affected.
“No commercial hardware available.

smaller than a cache line, dropping a single cache line is already
sufficient to inject malicious entries.

Evaluation. We experimentally verified this primitive on Intely.
After first crafting a malicious entry in an attacker-controlled TD
and then initializing the target HPA using the relocation API, sup-
pressing the writes during SEPT page initialization successfully
injects the malicious entry into the TD’s SEPT. We confirmed that
the entry was successfully injected using TDH.MEM. SEPT . RD, which
returns the compromised GPA-to-HPA translation.

Discussion. The ability to inject arbitrary SEPT entries grants
the adversary arbitrary plaintext read and write access to any page
encrypted under the attacker’s TD key. This includes the regular
guest memory, but also critical control structures such as the TD
Control Structure (TDCS), TD Virtual Processor State (TDVPS), and
other SEPT pages. Furthermore, on systems not protected by the
cryptographic integrity mode, the attacker gains arbitrary cipher-
text read and write access to any protected memory page, including
those belonging to other TDs and their control structures.

5.3 Other TEE Designs

Beyond Intel TDX, Scalable SGX, and AMD SEV-SNP, other TEEs
may be equally vulnerable to the proposed interposer attacks. Ta-
ble 4 overviews the applicability of DDRop primitives across differ-
ent TEE designs.

Client SGX. Intel’s first-generation SGX featured a strong MEE,
ensuring cryptographic confidentiality, integrity, and freshness [16].
Freshness is achieved by assigning counters to each cache line,
and building an integrity tree across them, with the root stored
in trusted, on-die storage. On every memory write, the counter
is incremented, and the tree is updated. As a result, dropping the
updated cache line and/or its associated counter will be detected
as the integrity tree will no longer be valid. As the root of this
tree is stored in on-die storage, it cannot be dropped, ensuring that
any tampering with DRAM is detected. Consequently, the robust
MEE design by Client SGX completely protects against DDRop by
design.
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Arm CCA. CCA is Arm’s implementation for supporting confi-
dential cloud computing [6]. Similar to TDX and SEV, it features
memory encryption to protect against limited hardware adversaries.
To this end, CCA relies on AES-XEX or QARMA [5]. While the min-
imal implementation requires only confidentiality for Realm data,
critical monitor data stored in external memory must be integrity-
protected. However, implementations can optionally offer addi-
tional protections, such as cryptographic integrity or freshness.

As there is no commercially available silicon yet that supports
CCA, we are unable to verify whether it would be vulnerable to
DDRop.

NVIDIA Confidential Computing. NVIDIA offers confiden-
tial computing for GPUs starting with their Hopper architecture,
enabling secure Al inference in the cloud [39]. Unlike general-
purpose TEEs, such as Intel TDX or AMD SEV, which use RDIMMs,
these GPUs use High Bandwidth Memory (HBM). Unlike DRAM,
HBM is integrated directly into the package using 2.5D or 3D stack-
ing [24]. As a result, the command and data buses are internal to
the package and thus inaccessible to a physical adversary.

6 Case Study on Intel TDX

We now demonstrate how the previously established primitives
can completely compromise a TD, capture victim ciphertext, turn
any TD into debug mode, and forge arbitrary attestation reports.

Setup. To avoid having to rely on the interposer for every HPA
we wish to access, which slows down the attack, we instead inject a
malicious SEPTE into the attacker’s SEPT, which points to another
attacker SEPT page. This allows the attacker TD to modify its own
SEPT mappings directly, and thus access any HPA. We use this
configuration as a starting point for the following attacks.

As our evaluation platform lacks BIOS support for cryptographic
integrity mode, we performed all experiments in this section using
logical integrity mode.

6.1 Accessing Victim Ciphertext

The maliciously injected SEPTEs allow an adversary to map an
attacker-controlled GPA onto a victim-owned HPA, creating an
alias between the two GPAs. This grants the attacker direct ac-
cess to arbitrary victim ciphertexts. While the victim pages are
encrypted under a different key, TME-MK does not provide any
ciphertext freshness. As a result, this aliasing enables ciphertext
side-channel attacks [31, 32], memory corruption [7], or memory
replay attacks. To demonstrate this capability, we successfully re-
produce the basic BadRAM memory replay attack [14] against a
victim TD. By capturing and later replaying victim ciphertext, we
effectively roll back the victim’s memory state, forcing it to execute
on stale data.

6.2 Maliciously Toggling Debug Mode

The ability to manipulate ciphertext is not restricted to standard
guest pages; it also extends to critical TD control structures such
as the TDCS. The TDCS stores TD metadata, including runtime
attributes, attestation measurements, and migration keys. In par-
ticular, the debug status of a TD is defined by a single bit within
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Figure 9: Detail of the TDCS memory layout, showing the 16
bytes that are affected when corrupting the attributes.

the TDCS attributes. Figure 9 provides details of the TDCS memory
layout around the attributes.

While the adversary cannot directly modify the debug status bit,
as the TDCS page is encrypted under the victim’s key, they can write
garbled data to this memory location, as the victim will decrypt the
ciphertext with a different key. The plaintext read after decryption
will be pseudo-random, resulting in a 50 % probability of flipping
the debug flag. However, because the AES block size is 16 bytes, the
attacker cannot randomize a single bit; instead, they always corrupt
a 16-byte block. When targeting the TDCS attributes at offset 0x80,
the attacker randomizes the attributes as well as the Extended
Features Available Mask (XFAM), which identifies the TD’s set of
available extended user and system features. Crucially, among these
garbled bytes, the TDX module only accesses the debug bit when
calling TDH.MEM.RD/WR, thus avoiding any crashes due to corrupted
data. After accessing the plaintext data through the debug API, the
original TDCS content can be restored by replaying the captured
original ciphertext. To prevent other APIs from accessing garbled
data, we suspend the victim TD during the attack and resume it
once the original TDCS is restored.

We experimentally verify this technique on Intel,. We write an
incrementing counter from the attacker TD to the victim’s TDCS
attributes. Afterward, we use TDH.MEM.RD to test whether the bit
was flipped successfully; if not, we re-randomize the attributes by
incrementing the counter. We confirm this enables an attacker to
access arbitrary victim plaintext through the TDH.MEM.RD/WR APIs.
After restoring the TDCS by replaying the original TDCS ciphertext,
the victim remains unaware of the compromise. We confirm this
by querying the TD’s attestation report, which remains unchanged
after carrying out the attack.

6.3 Spoofing TD Quotes

Finally, we show how an adversary can use the malicious SEPTEs
to arbitrarily modify its own attestation report by writing to its
own TDCS structure. Remote tenants rely on cryptographic attes-
tation to verify that the untrusted hypervisor has correctly provi-
sioned their TD. During initialization, the TDX module computes
a SHA-384 hash of the TD’s initial memory contents and configu-
ration. This hash value, the Build-Time Measurement Register of
TD (MRTD), is stored inside the TD’s TDCS. When the guest re-
quests a quote via TDG.MR.REPORT, the TDX module signs a report
containing this MRTD, which allows the guest to verify its initial
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state. If a malicious hypervisor can launch a backdoored TD and
spoof the MRTD to match the guest’s expected value, the remote
tenant will incorrectly assume the TD was launched correctly.

By leveraging the malicious SEPTEs, as described in Section 5.2.2,
an attacker can gain direct plaintext access to their own TD’s TDCS.
As this structure is encrypted under the same key as the attacker’s
guest pages, this yields arbitrary plaintext read and write access
into the structure. This allows an adversary to overwrite their
own MRTD field with the expected launch measurement of the
legitimate victim workload.

We experimentally verify this capability on our Intel platform. Af-
ter overwriting the MRTD at offset 9x240 in the TDCS, and clearing
the last_teeinfo_hash_valid flag at offset 0x3F2, which forces
the TDX module to recompute TEEINFOHASH, we confirmed that the
quote returned by TDG.MR.REPORT now contains the maliciously
injected launch measurement.

6.4 Discussion

Stability and Timing. We ran each case study multiple times
and observed no guest or host crashes, achieving a 100 % success
rate. Our attacks do not require fine-grained synchronization; for
our evaluation, we relied on an interactive Python script that pauses
to manually toggle the interposer before and after invoking the
target API call. Due to the manual coordination, the end-to-end
execution of each case study takes up to two minutes, though an
automated setup would be significantly faster.

Cryptographic Integrity Mode. TDX optionally supports
cryptographic integrity mode, which stores a cryptographic MAC
for each cache line. This MAC is computed over the ciphertext
and encryption tweak. As these depend on the HPA and Host
Key Identifier (HKID), it protects the cache line from snooping or
tampering by the hypervisor or another TD. Consequently, the
first two case studies—accessing victim ciphertext and toggling
debug mode—would be prevented by cryptographic integrity mode,
as they involve accessing or modifying ciphertext belonging to a
different TD (and therefore a different HKID).

In contrast, spoofing TD quotes overwrites the TDCS from the
same TD. As a result, the forged TDCS contents will be written
with the correct key, yielding a valid ciphertext and MAC, leaving
the tampering undetected by the cryptographic integrity checks.
However, as our BIOS does not support cryptographic integrity
mode, we were unable to verify this experimentally.

Table 4 summarizes the case studies for both logical and crypto-
graphic integrity mode.

7 Discussion

7.1 Mitigations

Interposer Detection. First, we hypothesized that the addi-
tional delay on the memory bus might be detectable in memory
timings: DDR5 systems commonly perform a memory training
phase at boot time to calibrate the mainboard, memory controller,
and memory modules to determine optimal parameters—such as
timing, drive strength, and termination—to ensure signal integrity.
Unless the memory arrangement changes, the timing parameters
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Figure 10: Delay variation across DIMM slots without and
with interposer (unspecified units as reported by the BIOS).

should be broadly consistent across boots, even if there are small
variations due to environmental factors.

Training sends a known pattern through a variable delay line on
each signal line, sampling different delay values to determine the
“valid window” in which the system can reliably communicate with
the memory. The memory controller then operates at the center of
this window. Training results are normally cached for subsequent
boots, but a system might enforce re-training and comparison on
every boot to detect the installation of an interposer.

The interposer is expected to introduce a small delay to all signals
passing through it. With typical PCB delays on the order of 6 ps/mm,
the 22.5 mm tall interposer and the additional 5 mm of the DIMM
socket give a theoretical one-way delay of approximately 165 ps.
The analog switches used to manipulate the signals have a typical
propagation delay of 100 ps, but only affect the control signals, not
the data lines, which are the majority of the training process.

To explore the feasibility of using memory training timings for
detection, we noticed that on our Intel, platform, we can capture
the Memory Reference Code (MRC) debug log by setting the appro-
priate message level in the BIOS service menu and redirecting the
serial console to the Virtual Serial Port (VSP). We disabled “Memory
Fast Training” so that every boot performs full training; the result-
ing debug messages contain detailed timing and signal-integrity
measurements. We used these debug logs to capture the memory
training parameters with and without the interposer.

Averaging the RcvenDelayRank parameter, which contains mul-
tiple measurements across the bit-lanes, for each DIMM slot yields
a measure proportional to that slot’s average PCB trace length. Fig-
ure 10 shows the average value across each DIMM slot. The thick
gray line shows the baseline, with four sets of increasing delays.
These correspond with our mainboard layout, where the DIMM
slots are arranged in four groups, with each successive slot in a
group being further from the CPU socket. When installing the in-
terposer, we observed an increase in the measured delay for the
slot containing the interposer, indicated by the blue and red lines.

Hence, as hypothesized, we conclude that installing an interposer
can, in principle, be detected by observing changes in memory tim-
ing. Similar to existing boot-time alias detection checks, Intel could
decide to use such measurements to disable TDX. However, de-
ploying this in practice would require extensive validation across
mainboards, memory controllers, DDR5 modules, and UEFI imple-
mentations to ensure reliable operation. Furthermore, malicious
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memory modules may integrate the analog switches directly onto
the DIMM itself, optimized to reduce observable delays.

Runtime Memory Verification. An alternative, more prag-
matic approach is to routinely check at runtime that every memory
module retains written values. The memory controller could sys-
tematically write a fixed pattern to a small reserved region in each
DIMM, and compare the value read back, thus detecting dropped
writes. A similar mechanism already exists for ECC errors: memory
scrubbers iterate over all cache lines at regular intervals, detecting
and correcting any errors they encounter. During our experiments,
we noticed that these scrubbers can cause system crashes when
the interposer is active, as they attempt to read from the affected
module. However, since these scrubbers can be disabled in the
BIOS, they do not currently prevent the exploitation of DDRop.
Furthermore, several platforms even require scrubbing to be dis-
abled to enable Scalable SGX [30, 48]. Like timing-based detection,
this approach is heuristic and may be bypassed by sophisticated
interposers that drop writes more selectively.

Software Hardening. As discussed in Section 5.2, the memory-
management APIs are a double-edged sword: they let the hypervisor
manage memory dynamically, but also expose a large attack surface
and generic primitives that an adversary can exploit.

A straightforward defense-in-depth, as presented in Google’s
security assessment of TDX [49], would be to support disabling
these APIs when they are not needed, and attest to the user that
an environment with reduced features is in use. For example, SEV-
SNP supports the PAGE_SWAP_DISABLE policy to disable guest page
swapping in response to recent attacks [4]. However, not all APIs
can be disabled. For instance, the vulnerable SEPT management
APl is required for core TDX operations.

An alternative strategy would be to ensure that, when critical
operations such as initialization or page relocation are performed,
the destination page is read back and verified. While this may
be easy for TDH.MEM. SEPT. ADD, which involves small data blocks
with a default value, it may impose non-negligible performance
overhead for TDH.MEM. PAGE . RELOCATE, as it would require reading
and comparing the entire page.

We also observed that the critical data structures that hold the
TD’s security and runtime state are highly vulnerable to physi-
cal attacks such as DDRop. One potential mitigation would be to
use higher-tier crypto for memory managed by TDX, such as the
TDCS, TDVPS, and TD Root (TDR). Because a system can run only
a limited number of CVMs, such critical data structures do not
require scalable memory encryption. While this is not viable on
today’s hardware, a compromise could be to use a separate key or
encryption tweak for these memory regions, making it harder for
an adversary to initialize SEPT entries with malicious input from
the guest or to easily flip the debug bit of a TD.

Finally, the TDX module could be hardened to avoid single points
of failure, such as the debug bit. Our work is not the first to exploit
the debug bit to compromise a TD; Swidowski et al. [49] showed
that a software vulnerability could also flip this bit. Since this debug
feature is not intended to be modified after a TD is initialized, the
TDX module could add additional integrity protections around it
to prevent compromise.
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While the discussed software-level mitigations raise the bar for
exploitation, these approaches may limit functionality or intro-
duce performance overhead. Furthermore, they ultimately cannot
address the underlying hardware vulnerability and may still be
susceptible to more sophisticated interposers.

Strong Memory Encryption. While the previously discussed
mitigations can limit the exposure to DDRop attacks, they ulti-
mately cannot completely eliminate the root cause. Instead, com-
prehensive mitigations require both cryptographic integrity and
freshness protections, allowing the CPU to detect when it is read-
ing stale data. However, these protections place restrictions on the
memory encryption engine; both integrity and freshness require
additional storage, cutting into the available space, and require
checks for every memory read, introducing performance overhead.
While Intel’s Client SGX did offer these protections, they came with
a restricted protected memory size of at most 256 MB [16].

While TDX optionally provides cryptographic integrity protec-
tion by storing a MAC in the ECC bits, it is limited to 28 bits.
Recently, Intel has stated that it is exploring updated memory-
encryption designs for its next-generation platforms [25]. To im-
prove resilience against physical memory bus tampering, Intel is
considering moving away from AES-based encryption toward the
lightweight authenticated cipher Ascon and supporting optional
freshness via “cache line versioning.” It is unclear whether this
updated memory encryption design would fully mitigate the write-
suppression primitive introduced by DDRop. Similar academic de-
signs have leveraged the ECC bits to store counters or nonces
alongside a MAC [41]; while this can provide integrity and ran-
domization, it lacks the freshness checks required to defend against
DDRopr.

7.2 Limitations and Future Work

Generalizability to Single-Socket Machines. Our evaluation
on Intel TDX and AMD SEV-SNP relies on dual-socket machines
to provide logically separated memory domains. This ensures the
interposer can drop victim writes without inadvertently faulting
critical host operations. On single-socket systems where memory
interleaving cannot be disabled, an attacker would require pre-
cise timing control over the injected faults to avoid corrupting
unrelated memory commands. Such precise control is beyond our
interposer’s capabilities, as we prioritized a low-cost design using
analog switches that cannot toggle their output at native DDR5
clock speeds. However, our evaluation on Intel; demonstrates that
single-socket machines do not inherently preclude DDRop attacks.

Selective Command Interference. Our custom interposer uti-
lizes low-cost analog switches to pin CA lines. As a result, it affects
all transactions flowing over the bus and makes no distinction be-
tween read and write commands. Because dropped reads result in
fatal system crashes (cf. Section 4.2), DDRop is currently limited to
victim operations that only perform writes to the target interposed
memory location. A more sophisticated interposer, e.g., equipped
with an active FPGA controller, could selectively fault operations
based on command type or target address. However, this would
significantly increase the complexity and cost of the attack.
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8 Conclusion

In this paper, we presented DDRoP, the first active-interposer attack
on DDR5 RDIMMs operating at native speeds without requiring
downclocking. We demonstrated that even a cheap interposer with
the most limiting ability to simply drop memory transactions is
sufficient to bypass the integrity protections of modern Confidential
VMs like Intel TDX and AMD SEV-SNP. By weaponizing parity
errors on the command bus to silently drop writes, we developed
powerful primitives targeting the trusted APIs of these architectures.
Specifically, we showed how to perform deterministic plaintext
copying between victim pages by exploiting the page relocation API
and how to inject malicious SEPT entries by dropping initialization
writes. These primitives enabled us to completely compromise TDX
platforms by maliciously toggling a victim TD into debug mode
and forging attestation reports.

Our results underscore a critical gap in current memory en-
cryption engines that prioritize scalability over freshness checks.
The reliance on untrusted host management APIs and the lack of
differentiated protection for critical metadata structures create sig-
nificant attack surfaces. The only deployed memory encryption
engine that can fundamentally withstand these attacks is the origi-
nal Intel SGX design, which relied on expensive Merkle hash trees
to protect memory integrity, but is not scalable to the confidential
VM use case. We expect our findings to enable further research into
scalable or multi-tier memory encryption engines across the CPU
and DRAM, as well as software and firmware hardening to protect
critical metadata from command-level manipulation.
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A Open Science

To support full reproducibility of our findings and foster future
research into physical memory security, we provide an open-source
artifact at https://github.com/ddropattack/ddrop, including the in-
terposer hardware designs, PCB layouts, microcontroller firmware,
and code to reproduce all attacks and case studies.

B Ethical Considerations

All experiments were conducted exclusively on private lab equip-
ment owned by the authors, and no real-world user data was
compromised. While this work carries certain risks, as it could
be misused by malicious parties, the benefits of coordinated public
disclosure outweigh the risks. The vulnerability is generic and
stems from the lack of cryptographic freshness in commercial
scalable memory encryption engines. Documenting these weak-
nesses is essential to understand the fundamental limitations and
required attacker capabilities, and to support arguments for im-
proved memory-encryption designs. Intel’s recent plans to explore
improved memory-encryption designs for its next-generation cloud
computing platforms [25] underscore this.

We shared our hardware designs, attack primitives, and proof-of-
concept exploits with the Product Security Incident Response Team
teams of both Intel and AMD. Initial disclosure to Intel occurred on
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Figure 11: Full command encoding for DDR5 RDIMMs [23]. Each line can be high (H), low (L), valid (V), or don’t care (X).

Figure 12: Interposer modifications required to support CS
disconnection.

November 4, 2025, with additional primitives and exploits shared
on February 19 and April 8, 2026. We disclosed our findings to AMD
on January 28, 2026. AMD requested an embargo on our results, and
we aligned on a coordinated disclosure date of September 14, 2026,
with Intel agreeing to the same timeline. We also shared our results
with Arm on April 29, 2026, which, though we did not evaluate
DDRor on Arm CCA, may be equally affected. Both Intel and AMD
acknowledged our findings and released security bulletins on the
coordinated disclosure date.

C Interposer Modifications for CS
Disconnecting

Our interposer is configured by default to pin the CA lines and to
swap the chip-select lines (cf. Section 3). To support the rank dis-
connect primitive (cf. Section 3.2), minor modifications are required
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Figure 13: Modified interposer installed on Intel;.

to repurpose the existing rank-swapping switches. In particular, the
input to the switch toggling the DIMM-side CSp line, which origi-
nally connects to the CPU-side CS; (cf. Figure 4), must be re-wired
to 1.1V. The other input remains the CPU-side CSp. This ensures
that, when the switch is toggled, the DIMM will not see the CS line
asserted. A similar approach can be applied to CS1; however, we
decide to bypass its switch and connect it directly to the CPU side.
Note that, even on a single-rank DIMM, both CS lines are required
during memory training, meaning CS; cannot be left floating.

Figures 12 and 13 show the modified PCB and its installation on
Intel;.

D DDR5 RDIMM Command Encoding
Figure 11 provides the full command encoding for DDR5 RDIMMs.
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